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DETAILED ACTION 

1. Claims 1-5 have been examined. 

Claim Objections 

2. Claims 1-3 are objected to. The claims use the following terms: 

a. Claim 1: KDC, 

b. Claim 2: IC and 2D 

c. Claim 3: BIR 

The terms are not well defined in the specification and as such provide some level of 
uncertainty as to the intended meaning. The examiner suggests amending the 
terms to more clearly identify intended limitations, e.g. Key Distribution Center 
(KDC), integrated circuit (IC), 2-Dimensional (2D), Biometric Information Record 
(BIR) etc. 

Also, if the applicant indeed referred to the Key Distribution Center as the KDC the 
examiner suggests using recitation "stored in said KDC" instead of "stored on said 
KDC". 

Claim Rejections - 35 USC §112 

The following is a quotation of the first paragraph of 35 U.S.C. 112: 

The specification shall contain a written description of the invention, and of the manner and process of making 
and using it, in such full, clear, concise, and exact terms as to enable any person skilled in the art to which it 
pertains, or with which it is most nearly connected, to make and use the same and shall set forth the best mode 
contemplated by the inventor of carrying out his invention. 

3. Claim 5 is rejected under 35 U.S.C. 112, first paragraph, as failing to comply with the 
enablement requirement. The claim(s) contains subject matter, which was not 
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described in the specification in such a way as to enable one skilled in the art to 
which it pertains, or with which it is most nearly connected, to make and/or use the 
invention. Claims recite limitations directed towards International Biometric Industry 
Association (IBIA); however, no documentation is provided. 

The following is a quotation of the second paragraph of 35 U.S.C. 112: 

The specification shall conclude with one or more claims particularly pointing out and distinctly claiming the 
subject matter which the applicant regards as his invention. 

4. Claims 1-5 are generally narrative and indefinite, failing to conform with current U.S. 
practice. They appear to be a literal translation into English from a foreign document 
and are replete with grammatical and idiomatic errors. 

5. Claims 1-5 are rejected under 35 U.S.C. 112, second paragraph, as being indefinite 
for failing to particularly point out and distinctly claim the subject matter that 
applicant regards as the invention. 

6. In claim 4 the "said computer chip means" lacks antecedent basis. 

7. Claim 1 is ambiguously written: 

a. The term "physical immutable identification credentials of a user" is not 
understood. It is unclear for example whether a card with a picture and a 
magnetic strip would satisfy the limitation. 

b. Applicant uses the terms means for: 

• "providing high security of transmission" is not understood. 

• "comparison" 

• Transmitting 
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• Comparison 

• Approval 

but no explanation on the terms is provided in the specification. 

c. The term "activated biometric features" is not understood. 
Similarly, the term "digitized BIR" is not understood and as a result the 
distinction between the "digitized BIR" and the "activated biometric 
features" which is stored on KDC is ambiguous. 

d. Claim 1 is a method claim but in addition to method steps it recites 
capabilities, "encrypting means for using a public key of KDC to encrypt data". 

e. The term "using the DES algorithm from a user's host" is not understood. 
Although the limitation is assumed to be addressed to a computing device of a 
user it is unclear whether the algorithm is downloaded from "a user's host", or 
whether the limitation implies that the DES algorithm is used on the user's host 
or something else. 

f. The claim language recites: "to perform verification by collation and 
comparison". It is not clear what is verified: data, the cryptographic key, 
biometric verification, all of the above or something else. 

g. The limitation: " comparing said decrypted key with the original stored 
numbers " is not understood. 

h. The term: " releasing the user's private key" is not understood. 

i. "Overcoming the need to carry, store or remember private keys" is not 
understood. The specification does not clearly define the term and the only way 
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the need can be overcome is by a computer not getting in contact with the key. 
Processing (including reading, sending etc.) utilizes a computing device 
memory which would read on "carrying, storing or remembering". Furthermore, 
it is not clear what subject the limitation refers to: e.g. user's host, KDC, both, or 
something else. The limitation is especially confusing since dependt claim 3 
suggests: "storing the private key of the user in a computer chip". 

8. Claim 2 is phrased grammatically incorrect. As a result it is not clear whether the 
limitation refers to the user's host comprising specified attributes (e.g. bank card, a 
credit card etc.) or whether the sentence is missing the end limitation. 

9. Claim 3 recites: "Performing the BIR process and encryption/decryption processes of 
the user". The language as cited suggests that the user is encrypted/decrypted. 
Also it is not clear to which processor the limitation refers: the user's host or KDC. 
Clarification is required. 

10. The capitalization of letters: "Storing" and "Performing" in claim 3 is not understood. 
There are no bullets and no periods to justify the capitalization. 

1 1 . Claim 4 is ambiguous and the limitations as cited are difficult to understand both in 
part and as a whole. Also, the claim as written seems to be incomplete. 

12. Claim 4 recites: "said computer chip means for comprising RISC CPU, CISC CPU, 
DSP, FPGA, CPLD, NET ASIC, Microprocessor, Micro controller and other chips 
with function calculation". The recitation "chip means" (discussed above) is hot 
defined in the specification. Similarly, "chips means for comprising system on-a- 
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chip, system-on-multiple-integrated-chips and system-on-multiple-chips" is not 
understood. 

Furthermore the language is ambiguous. It is not clear whether the intended 
meaning is to provide one of the microprocessors listed, all of them or perhaps the 
limitation suggests providing the processors with function calculations. 
Also, the limitation introduces a computer jargon with no clear definition in the claims 
nor in the specification. As a result, the distinction between some of the terms, e.g. 
CISC CPU and Microprocessor is unclear. 

13. Claim 4 appears to be incomplete and leaves no room to deduce what "the 
elements of said chips means for comprising system-on-a-chip (SOC), system-on- 
multiple-integrated-chips and system-on-multiple chips" should do or have. 

14. As per claim 5 the "biometric characteristics means" is not understood. 
Furthermore, the claim seems to be incomplete. As a result it is not clear whether 
the claim language recites examples of biometric characteristics, all of the 
characteristics that must be present in a device (if so, not clear what device), at least 
one of the characteristics must be present in a device or something else. 

1 5. The term "according to the standard of IBIA" is not understood. The scope of the 
standards may change overtime and the specification did not provide any 
documentation, that clearly sets the metes and bounds of the claim's limitation. 

Appropriate correction is required. 

Claim Rejections - 35 USC § 103 
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The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set 
forth in section 102 of this title, if the differences between the subject matter sought to be patented and 
the prior art are such that the subject matter as a whole would have been obvious at the time the 
invention was made to a person having ordinary skill in the art to which said subject matter pertains. 
Patentability shall not be negatived by the manner in which the invention was made. 

16. Claims 1 and 3-5 are rejected under 35 U.S.C. 103(a) as being unpatentable over 
Spies et al. (U.S. Patent No. 6230269) in view of Tomko (U.S. Patent No. 5790668) 
and in further view of Schneier (Bruce Schneier, "Applied Cryptography, Protocols, 
Algorithms and Source Code in C", 2nd edition, 1996 ISBN: 0471128457). 

17. As per claim 1 (as best understood) Spies etal. teach a client authenticating to a 
server's system, the client generating a session key, and encrypting data (a 
message) with the server's private key, wherein the server authenticates a client, 
and server sends a public/private key pair to the client, and wherein the 
public/private key pair is associated with the client, encrypted with the session key 
and the client decrypts the receipt using the session key (col. 2 line 52 - col. 3 line 
14). 

This reads on utilizing identification credentials of a user to perform authentication in 
conjunction with cryptography technology, and means for providing high security of 
transmission, generating a cryptographic key of the user encrypting means for using 
a public key of KDC to encrypt data including said cryptographic key; Transmitting 
means for transmitting said encrypted data from said host to said KDC for 
decryption; wherein decrypting said encrypted data using a private key of KDC to 
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perform verification by collation and comparison; wherein approval means for getting 
approved from said verification, and for releasing the user's private key from said 
KDC, encoding the private key using the cryptographic key for transmitting to said 
host, retrieving the private key from said KDC, and for decoding the private key 
using said cryptographic key. 
18. Spies et al. do not teach utilizing physical immutable identification credentials, 
collating biometric features, digitized BIR stored on the KDC. 
Tomko teaches biometric representation being encrypted utilizing physical 
immutable identification credentials, collating biometric features, encrypting and 
decrypting biometric data and storing digitized BIR (Tomko, col. 2 lines 26-49). 
It would have been obvious to one of ordinary skill in the art at the time of applicant's 
invention to utilize physical immutable identification credentials, collating biometric 
features, encrypting and decrypting biometric data and storing digitized BIR as 
taught by Tomko. One of ordinary skill in the art would have been motivated to 
perform such a modification in order to increase security by user authentication 
(Tomko , col. 1 lines 12-32). 

It would have been obvious to one of ordinary skill in the art at the time of applicant's 
invention to utilize physical immutable identification credentials, collating biometric 
features, digitized BIR stored on the KDC as taught by Moussa et al. One of ordinary 
skill in the art would have been motivated to perform such a modification in order to 
increase security of the system (e.g. assure a more reliable user authentication). 
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19. Spies et a/, do not explicitly teach generating a cryptographic key using the DES 
algorithm. 

Schneier teaches generating a cryptographic using the DES (Schneier, pg. 175 
"DoD Key Generation" section). It would have been obvious to one of ordinary skill 
in the art at the time of applicant's invention to generate a cryptographic key using 
the DES. One of ordinary skill in the art would have been motivated to perform such 
a modification in order to increase security of the key. 

20. The limitations of claim 3 (as best understood) are implicit in light of the limitations of 
claim 1 . In regard to a computer chip storing the private key the computer chip is 
necessary for processing any calculation data (e.g. the BIR and 
encryption/decryption) such as the received private key; in order for the data to be 
processed it must be stored in the chip. 

21 .As per claim 4 (as best understood) a microprocessor is necessary for functions 
such as encryption/decryption for example. 

22. Fig. 4 in Tomko's teaching reads on claim 5 as best understood. 

23. Claim 2 is rejected under 35 U.S.C. 103(a) as being unpatentable over Spies etai 
(U.S. Patent No. 6230269) in view of Tomko (U.S. Patent No. 5790668) and 
Schneier (Bruce Schneier, "Applied Cryptography, Protocols, Algorithms and Source 
Code in C", 2nd edition, 1996 ISBN: 0471128457) and in further view of Official 
Notice. 

24. Spies et al. in view of Tomko and Schneier teach a cryptography method as 
discussed above. 
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25. As per claim 2 (as best understood) Spies et al. in view of Tomko and Schneiertio 
not explicitly teach host means for comprising a bank card, a credit card, a storage 
valued card, a magnetic strip card, an IC card, a smart card, an optical card, a CD, a 
DVD, a 2D bar code card, a portable magnetic storage device, a portable electronic 
memory device and a portable mobile storage device. 

26. Official Notice is taken that it is old and well-known practice to include a CD, DVD or 
other above described devices within a user's host to take advantage of alternative 
data providing and reception. 

Conclusion 

Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Peter Poltorak whose telephone number is - 
(571)272-3840. The examiner can normally be reached Monday through Thursday 
from 9:00 a.m. to 4:00 p.m. and alternate Fridays from 9:00 a.m. to 3:30 p.nrv 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Gregory Morse can be reached on (571) 272-3838. The fax phone 
number for the organization where this application or proceeding is assigned is 703- 
872-9306. 
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Information regarding the status of an application may be obtained from the Patent 
Application Information Retrieval (PAIR) system. Status information for published 
applications may be obtained from either Private PAIR or Public PAIR. Status 
information for unpublished applications is available through Private PAIR only. For 
more information about the PAIR system, see http://pair-direct.uspto.gov. Should 
you have questions on access to the Private PAIR system, contact the Electronic 
Business Center (EBC) at 866-217-9197 (toll-free). 
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